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PENTERA OVERVIEW

Focused on the inside threat, Pcysys’ PenTera automated penetration-testing platform mimics the
hacker’s attack — automating the discovery of vulnerabilities and performing ethical exploits, while
ensuring an undisrupted network operation. Detailed reports are produced together with proposed
remediations, one step ahead of tomorrow’s malicious hacker.

Version: 2.4

KEY BENEFITS

Benefits of PenTera:

Allows you to validate your cybersecurity posture as often as you need, keeping your guard up at
all times

Provides a summary of the critical remediation steps to perform, based on threat-facing
priorities that are relevant to your organizational network and critical assets

Enables both Blackbox scans without credentials as well as the option to perform an
authenticated (GrayBox) scan using valid credentials

Benefits of integrating PenTera with CyberArk Secrets Manager:

Provides the ability to perform secured, authenticated pen-test scans

Provides security analysts using PenTera the flexibility and ease of deployment to run
authenticated Pen-Testing while keeping the security of privileged users using CyberArk Secrets
Manager’s capabilities

Enables secure retrieval of credentials before a pen-test scan starts in real time from the
CyberArk secured vault

Provides ease of use, reduces implementation cost and efforts using existing CyberArk
infrastructure, and at the same time ensures the right level of protection of privileged
credentials that are securely stored in the CyberArk vault

Ensures privileged account access is always controlled based on enterprise policies

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION
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SECRETS MANAGER INTEGRATION

Secrets Manager is integrated within PenTera’s main server.
e The integration runs on the Central PenTera Server
e The number of endpoints in a typical installation varies based on the size of the organization
starting from 200 endpoints/devices (protected IP’s) up to hundreds of thousands of devices/IPs
for a very large organization

CREDENTIAL RETRIEVAL

Credential retrieval is triggered when an Authenticated (What-If) scan is activated in PenTera. Before
the scan will start execution, the PenTera server will connect to CyberArk AAM Central Credential
Provider to retrieve the required credentials based on the configuration in the PenTera Task. Once the
requested credential is available, PenTera will use it to perform the defined authenticated Pen-Test
scan.

The frequency of the task run is configured by the security analyst managing PenTera and can be
scheduled to run periodically either daily, weekly, or monthly. It can also be run manually on demand.
Typical Task schedule is weekly, the customer can define multiple Tasks with different schedules based
on required frequency.

SECRETS MANAGER INSTALLATION

Refer to the “Credential Provider and ASCP Implementation Guide” for CyberArk Agent based
installation and configuration.



SECRETS MANAGER CONFIGURATION

The following sections provide details on PenTera configuration with CyberArk Secrets Manager.

DEFINING THE APPLICATION ID (APPID) AND AUTHENTICATION DETAILS
To define the application, define it manually through the CyberArk Password Vault Web Access (PVWA)
interface:

[ ] Login as user allowed to manage applications (it requires Manage Users authorization)
[ ] Inthe Applications tab, click Add Application. The Add Application page appears.

Name: Pentera| X

Business owner

First Name:
Last Name:
Email:

Phone:

Location: \ v
D Access Permitted:  From: v |To: v

[ ] Expiration Date: 0

[ Disabled

Add Cancel

[] Specify the following information:

¢ In the Name box, specify the unique name (ID) of the application. The recommended
Application ID for this integration is: Pentera

e In the Description box, specify a short description of the application that will help you
identify it.
e In the Business owner section, specify contact information about the application’s business

owner.

e In the Location box, specify the location of the application in the Vault hierarchy. If a
location is not selected, the application will be added in the same location as the user who is
creating this application.



[ ] Click Add. The application is added and is displayed in the Application Details page.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION Administrator -

[©8ack [Aedt [ Delete [ Add Appiication [ Add/Update Appications | Customize
Application Details: Pentera

Authentication = Allowed Machines

ApplicationId: Pentera

Description: EF Add ~

Business Owner: 0S wmer

Business Owner's

Phone: Path

Business Owner’s Email: Hash

Location: \ Ceriificate Serial Number
Access Permitted: None 7

Expiration Date: None

Disabled: No

Page 1/of1 & No authentications to display

E Allow extended authentication restrictions. This requires Provider/s upgrade for this application.
[] use credential fie authentication

Check the Allowing extended authentication restrictions box. This enables you to specify an
unlimited number of machines and Windows domain OS users for a single application.

Specify the application’s Authentication details. This information enables the Credential
Provider to check certain application characteristics before retrieving the application password.

In the Authentication tab, click Add. A drop-down list of authentication characteristics is
displayed.

Select the authentication characteristic to specify.

OO o o oo

Select OS user. The Add Operating System User Authentication window appears.

Add Operating System User Authentication ¥

05 User: [

Add ] Cancel ]

[ ] Specify the name of the OS user who will run the application, then click Add. The OS user is
listed in the Authentication tab.

[ ] Select Path. The Add Path Authentication window appears.



Add Path Authentication T

Path:
Path is folder

Allow internal scripts to request credentials on behalf of this application ID

Add Cancel

[ ] Inthe Path box, specify the path where the application will run. To indicate that the specified
path is a folder, select Path is folder. To allow internal scripts to retrieve the application
password for this application, select Allow internal scripts to request credentials on behalf of
this application ID.

[ ] Click Add. The Path is added as an authentication characteristic with the information that you
specified.

[] Specify a hash:

e Run the AIMGetApplnfo utility to calculate the application’s unique hash. Copy the hash
value that is returned by the utility.

e Inthe PVWA, select Hash. The Add Hash window appears.

Add Hash Authentication *

Hash:

Add | Canicel i

e Inthe Hash edit box, paste the application’s unique hash value, or specify multiple hash
values with a semi-colon. You can add additional information in a comment after each hash
value specified for an application by specifying ‘#’ after the hash value, followed by the

comment.
For example, OE883B70D5B6E3EE37D37198049C9507C8383DB6 #app2
Note: The comment must not include a colon or a semicolon.

e Click Add. The Hash is added as an authentication characteristic with the information that
you specified.

[] Specify the application’s Allowed Machines. This information enables the Credential Provider to
make sure that only applications that run from specified machines can access their passwords.

e Inthe Allowed Machines tab, click Add. The Add allowed machine window is displayed.



Add allowed machine »®

Address:

Audd Cancel

e Inthe Address box, specify the IP/hostname/DNS of the machine where the application will
run and will request passwords, then click Add. The IP address is listed in the Allowed
Machines tab.

Make sure the servers allowed include all mid-tier servers or all endpoints where the Secrets
Manager Credential Providers were installed.

PROVISIONING ACCOUNTS AND SETTING PERMISSIONS FOR APPLICATION ACCESS

For the application to perform its functionality or tasks, the application must have access to particular
existing accounts, or new accounts to be provisioned in CyberArk Vault.

In the Password Safe, provision the privileged accounts that will be required by the application. You can
do this in either of the following ways:

¢ Manually — Add accounts manually one at a time, and specify all the account details.
e Automatically — Add multiple accounts automatically using the Password Upload feature.

For this step, you require the Add accounts authorization in the Password Safe.

For more information about adding and managing privileged accounts, refer to the Privileged Access
Security Implementation Guide.

Once the accounts are managed by CyberArk, make sure to setup the access to both the application and
CyberArk Application Password Providers serving the Application.

Add the Credential Provider and application users as members of the Password Safes where the
application passwords are stored. This can either be done manually in the Safes tab, or by specifying the
Safe names in the CSV file for adding multiple applications.

[ ] Add the Provider user as a Safe Member with the following authorizations:
e List accounts
e Retrieve accounts
o View Safe Members

Note: When installing multiple Providers for this integration, it is recommended to create a
group for them, and add the group to the Safe once with the above authorization.



Add Safe Member

Search: | | Search In: IVauIt j | Search ]
Selected Search: Vault

| Name | Business Email | Full Name |

[ Access [
l_ Use accounts
IT Retrisve accounts
[V Lt zccounts

|_ Account Management

[T sSafe Management

|_ Monitor

[T wview Audit leg
[V wiew Safe Members j

| Add l | Close |

[ ] Add the application (Pentera) as a Safe Member with the following authorizations:

e Retrieve accounts



S searchin:  [Vau  |v] [ search
Selected Search: Vauit Display 1 resuit(s)
| Name | Business Email "\ Full Name " '

[7] Access
[] use accounts
[] Retrieve accounts
[[] ust accounts
[T] Account Management
[[] ssfe Mansgement
[[] Monior

[] view Audt log

<

[] view Safe Members

[] If the Safe is configured for object level access, make sure that both the Provider user and the
application have access to the password(s) to retrieve.

For more information about configuring Safe Members, refer to the Privileged Access Security
Implementation Guide.

PENTERA INSTALLATION & INTEGRATION CONFIGURATION

Refer to "PenTera Installation Guide" for PenTera installation.

1. Create a new What-If task.
2. Fill'in the Application ID (ApplD), Safe, Folder, Object, Address and Port (if port is necessary)



Create New Template

Create New Template

To obtain a username and password, the user must fill:

e The Application ID

o Safe

e Folder

e Object

e Address for the API to send the HTTPS query
e Port (only if necessary)
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